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(2) Describe or pertain to one or more
actions or failures to act by an identifi-
able provider.

(d) Implementation and enforcement by
the Secretary. The confidentiality provi-
sions shall not apply to (and shall not
be construed to prohibit) disclosures of
relevant patient safety work product
to or by the Secretary if such patient
safety work product is needed to inves-
tigate or determine compliance or to
seek or impose civil money penalties,
with respect to this part or the HIPAA
Privacy Rule, or to make or support
decisions with respect to listing of a
PSO.

(e) No limitation on authority to limit or
delegate disclosure or use. Nothing in
subpart C of this part shall be con-
strued to limit the authority of any
person to enter into a contract requir-
ing greater confidentiality or dele-
gating authority to make a disclosure
or use in accordance with this subpart.

§3.208 Continued protection of patient
safety work product.

(a) Except as provided in paragraph
(b) of this section, patient safety work
product disclosed in accordance with
this subpart, or disclosed
impermissibly, shall continue to be
privileged and confidential.

(b)(1) Patient safety work product
disclosed for use in a criminal pro-
ceeding pursuant to section 922(c)(1)(A)
of the Public Health Service Act, 42
U.S.C. 299b-22(c)(1)(A), and/or pursuant
to §3.206(b)(1) of this subpart continues
to be privileged, but is no longer con-
fidential.

(2) Non-identifiable patient safety
work product that is disclosed is no
longer privileged or confidential and
not subject to the regulations under
this part.

(3) Paragraph (b) of this section ap-
plies only to the specific patient safety
work product disclosed.

§3.210 Required disclosure of patient
safety work product to the Sec-
retary.

Notwithstanding any other provision
in this part, providers, PSOs, and re-
sponsible persons must disclose patient
safety work product upon request by
the Secretary when the Secretary de-
termines such patient safety work
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product is needed to investigate or de-
termine compliance or to seek or im-
pose civil money penalties, with re-
spect to this part or the HIPAA Pri-
vacy Rule, or to make or support deci-
sions with respect to listing of a PSO.

§3.212 Nonidentification
safety work product.

of patient

(a) Patient safety work product is
nonidentifiable with respect to a par-
ticular identified provider or a par-
ticular identified reporter if:

(1) A person with appropriate knowl-
edge of and experience with generally
accepted statistical and scientific prin-
ciples and methods for rendering infor-
mation not individually identifiable:

(i) Applying such principles and
methods, determines that the risk is
very small that the information could
be used, alone or in combination with
other reasonably available informa-
tion, by an anticipated recipient to
identify an identified provider or re-
porter; and

(ii) Documents the methods and re-
sults of the analysis that justify such
determination; or

(2)(1) The following identifiers of such
provider or reporter and of affiliated
organizations, corporate parents, sub-
sidiaries, practice partners, employers,
members of the workforce, or house-
hold members of such providers or re-
porters are removed:

(A) The direct identifiers listed at
§3.206(b)(4)(iv)(A)(1) through (13) of this
subpart;

(B) Geographic subdivisions smaller
than a State, including street address,
city, county, precinct, zip code and
equivalent geocodes, except for the ini-
tial three digits of a zip code if, accord-
ing to the current publicly available
data from the Bureau of the Census,
the geographic unit formed by com-
bining all zip codes with the same
three initial digits contains more than
20,000 people;

(C) All elements of dates (except
year) for dates directly related to a pa-
tient safety incident or event; and

(D) Any other unique identifying
number, characteristic, or code except
as permitted for re-identification; and

(ii) The provider, PSO or responsible
person making the disclosure does not



§3.304

have actual knowledge that the infor-
mation could be used, alone or in com-
bination with other information that is
reasonably available to the intended
recipient, to identify the particular
provider or reporter.

(3) Re-identification. A provider, PSO,
or responsible person may assign a
code or other means of record identi-
fication to allow information made
nonidentifiable under this section to be
re-identified by such provider, PSO, or
responsible person, provided that:

(i) The code or other means of record
identification is not derived from or re-
lated to information about the provider
or reporter and is not otherwise capa-
ble of being translated so as to identify
the provider or reporter; and

(ii) The provider, PSO, or responsible
person does not use or disclose the code
or other means of record identification
for any other purpose, and does not dis-
close the mechanism for re-identifica-
tion.

(b) Patient safety work product is
non-identifiable with respect to a par-
ticular patient only if the individually
identifiable health information regard-
ing that patient is de-identified in ac-
cordance with the HIPAA Privacy Rule
standard and implementation speci-
fications for the de-identification at 45
CFR 164.514(a) through (c).

Subpart D—Enforcement Program

§3.304 Principles for achieving com-
pliance.

(a) Cooperation. The Secretary will,
to the extent practicable, seek the co-
operation of providers, PSOs, and re-
sponsible persons in obtaining compli-
ance with the applicable confiden-
tiality provisions.

(b) Assistance. The Secretary may
provide technical assistance to pro-
viders, PSOs, and responsible persons
to help them comply voluntarily with
the applicable confidentiality provi-
sions.

§3.306 Complaints to the Secretary.

(a) Right to file a complaint. A person
who believes that patient safety work
product has been disclosed in violation
of the confidentiality provisions may
file a complaint with the Secretary.
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(b) Requirements for filing complaints.
Complaints under this section must
meet the following requirements:

(1) A complaint must be filed in writ-
ing, either on paper or electronically.

(2) A complaint must name the per-
son that is the subject of the complaint
and describe the act(s) believed to be in
violation of the applicable confiden-
tiality provision(s).

(3) A complaint must be filed within
180 days of when the complainant knew
or should have known that the act
complained of occurred, unless this
time limit is waived by the Secretary
for good cause shown.

(4) The Secretary may prescribe addi-
tional procedures for the filing of com-
plaints, as well as the place and man-
ner of filing, by notice in the FEDERAL
REGISTER.

(c) Investigation. The Secretary may
investigate complaints filed under this
section. Such investigation may in-
clude a review of the pertinent policies,
procedures, or practices of the respond-
ent and of the circumstances regarding
any alleged violation. At the time of
initial written communication with
the respondent about the complaint,
the Secretary will describe the act(s)
that are the basis of the complaint.

§3.308 Compliance reviews.

The Secretary may conduct compli-
ance reviews to determine whether a
respondent is complying with the ap-
plicable confidentiality provisions.

§3.310 Responsibilities of respondents.

(a) Provide records and compliance re-
ports. A respondent must keep such
records and submit such compliance re-
ports, in such time and manner and
containing such information, as the
Secretary may determine to be nec-
essary to enable the Secretary to as-
certain whether the respondent has
complied or is complying with the ap-
plicable confidentiality provisions.

(b) Cooperate with complaint investiga-
tions and compliance reviews. A respond-
ent must cooperate with the Secretary,
if the Secretary undertakes an inves-
tigation or compliance review of the
policies, procedures, or practices of the
respondent to determine whether it is
complying with the applicable con-
fidentiality provisions.
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